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Links
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Material: https://konnov.github.io/vtsa23/

VSCode session:  TODO



Erratum
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Context
the Cosmos Ecosystem
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cosmos.network



keplr.app

osmosis.zone



Blockchain as a ledger

Block i Block i + 1Block i - 1

a transaction in the block

{
  from_address: …,
  to_address: …,
  amount: 1000uatom
}

a message in the 
transaction

… …
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Blockchain validator

Cosmos SDK

           Consensus

PrepareProposal
FinalizeBlock

Commit

mempool

ProcessProposal

ExtendVote

VerifyVoteExtension

Module 1 Bank

Block i Block i + 1Block i - 1

{
  from_address: …,
  to_address: …,
  amount: NNN
}



Smart contracts and dApps in Cosmos

Cosmos SDK Golang

CosmWasm Rust → WebAssembly

Agoric Zoe Hardened Javascript

Evmos Solidity
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Full Stack

Cosmos Hub:

- 175 validators running 24/7

- jailed for downtime

- slashed for double signing, etc.

- many more full nodes



mapofzones.com

>50 blockchains

Inter-blockchain
Communication 
(IBC)



High-level picture of IBC

Chain A Chain BRelayer
(off-chain)

Light client for B Light client for A
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High-level picture of IBC

Chain A Chain BRelayer
(off-chain)

Light client for B

❏ 23 Interchain standards (ICS)
❏ English prose + pseudocode
❏ TLA+ specifications

Light client for A
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The implementation 

went ahead 

🐜🐜🐜🐜🐜🐜🐜
🐜





Specification and model checking
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Heavy-weight
verification

Mid-weight
verification

Lightweight
verification

💜⏳ ⏱💰

👆

- Complete functional verification 
- Hoare-style proofs

- Complete model checking
- Conformance testing

- Static analysis
- Property-based testing

- Model checking
- Stateless exploration
- Bug finding



PODC/DISC style

TLA+



Core Cosmos infrastructure

PODC/DISC style
- Tendermint consensus
- Proposer-based time
- Light client
- FastSync
- ABCI++
- Interchain security (complete)
- Namada’s Proof-of-Stake
- CosmosSDK Store
- Celestia

TLA+

- Tendermint consensus:
(safety + accountability)

- Proposer-based time
- Light client
- FastSync
- Interchain Security (CCV)
- IBC: 02, 03, 04, 18
- (Partial) specs in security audits
- Namada’s Proof-of-Stake
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Quint Lang



lamport.org



How TLA+ looks like



Quint Lang
new skin for TLA+



Protocol designers

✅  Onboarding is not too hard

✅  Happy to see counterexamples

✅  Check state invariants with Apalache

😕  Longer executions? No time for inductive invariants

😕  Apalache is slow ✅  Antipatterns

✅  Randomized symbolic execution

✅  Parallel execution in the cloud

23



Blockchain engineers and security auditors

😕  Onboarding is hard – TLA+ is not a programming language

😕  High expectations from tooling

😕  Want to write unit tests in Golang/Rust

😕  Want to use property-based testing

Similar to the experience of:

A. Reid et. al. Towards making formal methods normal: meeting developers where they are (2020)
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https://dblp.org/pid/r/AlastairReid.html


Security auditors

😕  Onboarding is hard – TLA+ is not a programming language

😕  Lucky, if the customer gives them a markdown spec

😕  Inspect 10-40 KLOC of Golang/Rust in several weeks

😕  Just want to use fuzzers
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The feedback loop

Write TLA+ Model 
checking

✅ checked properties

⏱ no deliverable

⇒ disappointment 😕
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Shortening the feedback loop

Write TLA+ Model 
checking

✅ checked properties

⏱ no deliverable – 
disappointment

Write Quint

VSCode:
syntax, types, 

effects, modes ✅

REPL ✅

Unit tests ✅

Randomized 
tests ✅

Model 
checking ✅



PlusCal

Quint
TLA+

Universal,
solid logic foundation

Looks more like a programming language.
Works well for concurrent algorithms?

- keep the logic
but change the syntax

- introduce  the tools familiar to engineers?

[Potential user base]



Time Plan

1. Quint by example
2. Quint as a specification language
3. More examples and Apalache
4. Brief introduction to TLA+ via Quint
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Quint by Example



Install the VSCode Plugin: [ github.com/informalsystems/quint ]

Read tutorials:



Quint Cheatsheet



Examples

- The examples used in these lectures:

https://github.com/informalsystems/quint-sandbox/

- Quint examples:

https://github.com/informalsystems/quint/tree/main/examples 
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https://github.com/informalsystems/quint-sandbox/
https://github.com/informalsystems/quint/tree/main/examples
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Crypto transfers



Simple Ponzi Contract

- The contract author is the first investor

- The next investor transfers  ≥110% of the investment

- The previous investor gets the whole new amount

- If you think, we made it up: 

github.com/djokicx/sol-simple-ponzi/blob/master/contracts/SimplePonzi.sol



The original contract
in Solidity



Contract spec in Quint



There is more…

❏ Specifying a state machine for testing

❏ Specifying expected properties

❏ Execute the spec

❏ Interactive session



let’s see Ponzi in VSCode…



A warm-up exercise
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Add a gas fee of 200 tokens on every transaction



Functional 
layer

=
deterministic

state 
machine

concepts from 
programming 

languages

Actions
=

non-deterministic
state 

machine

little stuff to learn: 
similar to testing

Properties
=

is your protocol 
OK?

the great value of 
Quint!



Random simulator

- oneOf(S) randomly selects a set element

- special syntax form: nondet x = oneOf(S)

- any { A1, …, An } randomly selects an action 

- produce runs up to --max-steps

- checks state invariants

action step =
  any {
    nondet sender = oneOf(ADDR)
    nondet amount = oneOf(AMOUNTS)
    any { // transfer
      nondet toAddr = oneOf(ADDR)
      submit(TransferTx(sender, toAddr, amount)),
      // approve and transferFrom
      …
    },
    all {
      mempool != Set(),
      nondet tx = oneOf(mempool)
        commit(tx)
    }
  }



Tests



Intermediate Summary

Done: An interactive introduction to Quint

Next: A structured introduction to the language
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The language of Quint

Functional 
layer

=
deterministic

state 
machine

concepts from 
programming 

languages

Actions
=

non-deterministic
state 

machine

little stuff to learn: 
similar to testing

Properties
=

is your protocol 
OK?

the great value of 
Quint!
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Functional layer
=

deterministic
state 

machine

1. Bare minimum

2. Advanced data structures



Data: String literals

- “Hello, world!”

- “Server 1”

- Names and distinct constants of type str

- The only available operators are equality and inequality:

s1 == s2 s1 != s2

“A” == “A” “A” != “B”
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Data: Booleans

not(b) p == q p != q

p and q and { p1, …, pk }

p or q or { p1, …, pk }

p implies q p iff q

Values and names of type bool: false, true

Operators:
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Data: Big Integers

i^j

-i

i * j i / j i % j

i + j i - j

i == j i != j i < j i <= j i > j i >= j

- Values and names of type int: 0, 1, -1, 2, -2, 3, -3, …, 

340282366920938463463374607431768211459, 123_000, 0x12abcd

- No fixed bit width, like in math

Operators:



Data: Tuples

// access a tuple element via index

t._1 t._2 t._3 … t._50

// the set of tuples (x_1, …, x_n) over S_1, …, S_n

tuples(S_1, …, S_n)

(“Quint”, 2023, true)

// of type (str, int, bool)

Operators:

Constructor:
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Data: Records

// access a record field by name

r.name r.version

// make a new record ‘fr’ that is like ‘r’ except
// the mentioned fields are updated

{ …r, version: 20 }

{
  name: “Quint”,
  version: 14
}
// of type { name: str, age: int }

Operators:

Constructor:
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Control: if-else

if (expr) expr else expr

if (x > y) x else y

Syntax:

Example:
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Control: Pure values and operators

pure val name = expr
pure val name: type = expr
pure def name(name1, …, namen) = expr
pure def name(name1: type1, …, namen: typen): type = 
expr

Syntax:

pure val N = 42

pure def max(x, y) =

  if (x > y) x else y

Example:
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Application forms: Normal and UCFS

 max(3, 4)

 3.max(4)

Two interchangeable forms:

Example:

f(x1, x2, …, xn)

x1.f(x2, …, xn)
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Control: Higher-order operators

pure def double(x) = x + x

pure def f(g, x) = g(x)

pure val k = f(double, 11)

// Q: what is the value of k?

Example:
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Control: Modules

// file: units.qnt

module units {

  pure def fahrenheit(celsius) = {

    celsius * 9 / 5 + 32

  }

}

// file: utils.qnt

module utils {

  import units.* from “units”

  pure val zero = fahrenheit(0)

}
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Example: Cosmos Decimals

Representing fixed point arithmetic with integers:

  <sign>d1d2…dm.dm+1…dm+n

⩽18 decimal digits⩽256 bits+/-

https://github.com/cosmos/cosmos-sdk/blob/v0.46.4/types/decimal.go

https://github.com/informalsystems/quint-sandbox/tree/main/decimal
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Checking decimals with a state machine
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Checking decimals

Checking properties:

- isDecWhenNoError ✅ in v0.45.1  ❌ in v0.46.4

- noErrorWhenIsDec ❌ in v0.45.1  ✅ in v0.46.4

- isDecWhenNoError for all Dec constructors

- Identify more properties and check?

315 bits isDec

315 bits

316 bits

60



let’s switch to VSCode…

we will come back to this example later



Actions
=

non-deterministic
state

machine



The state machine of a kettle
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temperature: 20
heatingOn: false
beeping: false

init temperature: 20
heatingOn: true
beeping: false

temperature: 21
heatingOn: true
beeping: false

pressButton

heat

temperature: 21
heatingOn: false
beeping: true

depressButton

temperature: 100
heatingOn: true
beeping: false

79.reps(_ => heat)

temperature: 100
heatingOn: false
beeping: true

failover



Search for “Karma Kettle” by Larissa Pschetz on YouTube

Source: https://www.youtube.com/watch?v=Q_eLfcbSsr0

Blockchains?



State variables

Syntax:    var <name>: <type>

var temperature: int
var heatingOn: bool
var beeping: bool

- State variables must be assigned a variable in every state

- Similar to global variables in programming languages
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Operators on actions

// delayed assignment: x == e in a successor state
x’ = e

// true iff all actions evaluate to true
// (the assignments propagate)
all { A1, …, An }

// true iff one of the actions evaluates to true
// (the assignments propagate)
any { A1, …, An }

// non-deterministically pick one element of
// a non-empty set S, then evaluate expr
nondet x = oneOf(S)
expr
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User-defined actions

Example:

    action heat = all {
      heatingOn,
      temperature < 100,
      temperature' = temperature + 1,
      heatingOn' = true,
      beeping' = false,
    }

pure val name = expr
pure val name: type = expr
pure def name(name1, …, namen) = expr
pure def name(name1: type1, …, namen: typen): type = 
expr

Syntax:
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Stateful definitions

Example:

var temperature: int

def isColder(t) = temperature < t

// isColder is not pure, as it uses ‘temperature’

val name = expr
val name: type = expr
def name(name1, …, namen) = expr
def name(name1: type1, …, namen: typen): type = expr

Syntax:
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Effects

Every operator has an effect: the state variables it reads and modifies

var temperature: int

// reads(t) modifies()
def isColder(t) = temperature < t

action failover = all {
  // reads(heatingOn, temperature)
  // modifies(heatingOn, beeping, temperature)
  heatingOn,
  temperature >= 100,
  heatingOn' = false,
  beeping' = true,
  temperature' = temperature,
}
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Effect checker

- Every state variable may be modified at most once

- Arguments of all and any must modify the same set of variables

action heatOrOffNotOk = any {
  // modifies(temperature)
  all { heatingOn, temperature’ = temperature + 1 },
  // modifies(heatingOn)
  all { heatingOn = false },
}

action heatOrOff = any {
  // modifies(heatingOn, temperature)
  all { heatingOn, temperature’ = temperature + 1, heatingOn’ = true },
  // modifies(heatingOn, temperature)
  all { heatingOn = false, temperature’ = temperature },
}



Two special actions

A specification of a state machine normally has two special actions:

- An initializer (init): modifies all state variables, reads none

- A transition (step): modifies all state variables, may read some
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action init = all {
  temperature' = 20,
  heatingOn' = false,
  beeping' = false,
}

action step = any {
  pressButton,
  heat,
  depressButton,
  failover,
}



Remember non-determinism

We can have multiple initial states:
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action initNondet = all {

  nondet temp = (-40).to(40).oneOf()

  temperature' = temp,

  heatingOn' = false,

  beeping' = false,

}



Runs

The happy and unhappy paths. Think of tests!

temperature: 20
heatingOn: false
beeping: false

init temperature: 20
heatingOn: true
beeping: false

temperature: 21
heatingOn: true
beeping: false

pressButton

heat

temperature: 21
heatingOn: false
beeping: true

depressButton



Engineers love tests!

74



Cool down exercise

75

temperature: 20
heatingOn: false
beeping: false

init temperature: 20
heatingOn: true
beeping: false

temperature: 21
heatingOn: true
beeping: false

pressButton

heat

temperature: 21
heatingOn: false
beeping: false

depressButtontemperature: 20
heatingOn: false
beeping: false

cool

Implement an action ‘cool’ that reduces the temperature



let’s see the kettle example in VSCode…



Properties
=

is your protocol 
OK?



State invariants

78

// if no error is reported,
// then the result is a proper a decimal
def isDecWhenNoError =
    not(opResult.error) implies isDec(opResult.value)

// if the result is a proper decimal, then no error is reported
// (unless there is a division by zero)
def noErrorWhenIsDec =
    isDec(opResult.value) implies or {
        not(opResult.error),
        opcode == "quo" and opArg2.value == 0,
        opcode == "quoTruncate" and opArg2.value == 0,
    }



Action invariants

79

temporal noCooldownInv =

    next(temperature) >= temperature

Check an invariant for two consecutive states:



Temporal properties 🚧
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temporal noOverheat =

  always(temperature <= 100)

temporal eventuallyOff =

  eventually(not(heatingOn))

…

…

temporal onThenOff =

  always(heatingOn implies eventually(not(heatingOn)))



Advanced temporal operators 🚧
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Following TLA+, Quint offers advanced temporal operators:

- A.orKeep(vars)

- A.mustChange(vars)

- enabled(A)

- A.weakFair(vars)

- A.strongFair(vars)

You can write them in your specifications, but there is no tool support



Intermediate Summary

Done:

- A simple functional layer
- Actions
- Temporal operators

Many verification tools have comparable input languages

Next: We will see more powerful language primitives
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Functional layer
=

deterministic
state 

machine

1. Bare minimum

2. Advanced data structures



Appetizer:
Distributed Consensus



Fault-tolerant distributed systems



Properties of Distributed Consensus



How is consensus useful?



Asynchrony



Consensus and (partial) asynchrony



BFT Consensus



Partial synchrony

91

Liveness is only guaranteed under:

Gossip communication

If a correct process p sends some message m at time t, all correct processes will receive m before 
max(t, GST) + ∆. Furthermore, if a correct process p receives some message m at time t, all correct 
processes will receive m before max(t, GST) + ∆.

The latest gossip on BFT Consensus (2018)
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The latest gossip on BFT Consensus (2018)

Pen & paper math proofs
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TLA+ specification (2019-2020)

Bounded model checking
for n ∈ 4..7, f ∈ 0..2, 3-4 rounds

Proving inductive invariant
for n ∈ 4..7, f ∈ 0..2, 3-4 rounds

apalache.informal.systems
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95

Parameterized proof with Ivy (2021)
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Functional layer
=

deterministic
state 

machine

1. Bare minimum

2. Advanced data structures



Sets
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- The core data structure

- Type Set[T], no restrictions on T

- The most common operators:

Set(e_1, …, e_k)       // the set { e_1, …, e_k }

S.contains(e), e.in(S) // e ∈ S

S.subseteq(T)          // S ⊆ T

S.union(T)             // S ⋃ T

S.intersect(T)         // S ∩ T

S.exclude(T)           // S \ T



Finite and Infinite Sets
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Two operators designed for finite sets:

isFinite(S)    // true, if the class is finite

size(S)        // set cardinality

Three built-in sets:

Int, Nat       // infinite sets of integers and naturals

Bool == Set(false, true)



Sets – Examples
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pure val Correct = Set(“p1”, “p2”, “p3”) // correct validators

pure val Faulty = Set(“p4”)              // faulty validators

pure val Proc = Correct.union(Faulty)

var evidencePrevote: Set[Pre_t]

action UponProposalInProposeAndPrevote(p, v, vr) = all {

  …

  msg.in(msgsPropose.get(round.get(p))),

  size(PV) >= THRESHOLD2,

  evidencePrevote' = PV.union(evidencePrevote),



Set quantifiers & comprehensions
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S.exists(x => P)       // ∃x ∊ S: P

S.forall(x => P)       // ∀x ∊ S: P

S.filter(x => P)       // { x ∊ S: P }

S.mapBy(x => e)        // { e: x ∊ S }



Quantifiers & comprehensions – Examples
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val AmnesiaImpliesEquivocation =

  Faulty.exists(p => AmnesiaBy(p))

    implies Faulty.exists(EquivocationBy)

val PV = msgsPrevote.get(vr).filter(m => m.id == Id(v))

  …

val Voters = Evidence.map(m => m.src)

val Validity = Corr.forall(p =>

  decision.get(p).in(ValidValues.union(Set(NilValue))))



Folding sets
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A way to iterate over sets:

  S.fold(start, (a, x) => f)

Similar to a loop in imperative languages:

let result = start

for (let x of S) {

  result = f(result, x)

}



Folding Sets – Example
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  val noLeftoversInv = {

    val sumRewards = addr.fold(0,

      (s, a) => s + ponziState.rewards.get(a)

    )

    sumRewards == evmState.balances.get("contract")

  }



Folding Sets – Example
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  val noLeftoversInv = {

    val sumRewards = addr.fold(0,

      (s, a) => s + ponziState.rewards.get(a)

    )

    sumRewards == evmState.balances.get("contract")

  } There is a catch:
The operator passed to fold must be commutative
f(x, y) == f(y, x)



Anonymous operators or lambdas
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As you have seen in the examples:

(x_1, …, x_n) ⇒ e

Pass them to set operators and user-defined HO operators

You cannot return them



Powersets and unions
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powerset(S): Set[T] => Set[Set[T]]

  // the set of the subsets of S

flatten(S): Set[Set[T]] => Set[T]

  // the union of the elements of S

// Q: flatten(powerset(S)) == ?



Final piece: chooseSome
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For a non-empty set S, deterministically choose one element of S

chooseSome(S)

Property: if S == T, then chooseSome(S) == chooseSome(T)

Quint simulator: not implemented yet

Apalache: implements a non-deterministic version



Maps

108

- The second most used data structure (after sets)

- Type a -> b, no restrictions on a and b

Map(k_1 -> e_1, …, k_n -> e_n) // maps k_i to e_i
keys(M)                // the domain of M
S.mapBy(k => e)        // maps k to e (may refer to k)
M.put(k, v)            // add/update a pair k -> v
M.get(k), M.set(k, v)  // retrieve and update
M.setBy(k, (old => e)) // update a pair k -> e[old/k]
S.setOfMaps(T)         // all maps from S to T



let’s look at Tendermint in VSCode…



Lists
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- The least used data structure – as opposed to programming!

- Type List[T], no restrictions on T

[ e_1, …, e_n ]        // the list of e_1, …, e_n
range(start, end)      // the list [start, …, end - 1]
length(L)              // the number of elements
L[i]            // the ith element, 0 <= i < length(L)
L.concat(K)            // concatenating two lists
L.append(x)            // L.concat([x])
L.replaceAt(i, x)      // copy of L, but set to x at i
// more in the cheat sheet



Folding over lists
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// similar to fold and reduce in many FP languages

list.foldl(start, (a, x) => f)

// example

pure def listForall(list: List[a], pred: a => bool): bool = {

  list.foldl(true, (b, elem) => {

   if (pred(elem)) b else false })

}

In contrast to fold, there is no catch :՞)



Intermediate Summary

Done: Essentially, the whole language of Quint

Very few verification tools have comparable input languages

Next: We will see the relationship with TLA+
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Formal semantics?
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Transpiling to TLA+

Many Quint operators have one-to-one correspondence with TLA+

Quint TLA+ Quint TLA+

S.union(T) S \union T, S ∪ T S.filter(x => P) { x \in S: P }

powerset(S) SUBSET S i > j i > j

p and q p ∧ q p implies q p => q

always p []p eventually p <>p

if (p)
e1
else e2

IF p
THEN e1
ELSE e2

x == y
x != y
not(p)

x = y
x /= y
~p



TLA+ functions

TLA+ has only math functions S -> T, used as:

- a function of finite or infinite domains

- a record: a function Keys -> T, where Keys ⊂ STRING

- a tuple: a function 1..n -> T

- a sequence: essentially, a tuple but it has more operators



Transpiling to TLA+ functions

Four data structures are translated as TLA+ functions:

- a map of type a → b

- a record of type { key1: T1, …, keyn: Tn }

- a tuple of type (T1, …, Tn)

- a list of type List[T] is transpiled as a sequence (add +1 to the index!)



Block disjunctions and conjunctions

Quint TLA+ Quint TLA+

and { A_1, …, A_n } ∧ A_1
∧ …
∧ A_n

or { A_1, …, A_n } ∨ A_1
∨ …
∨ A_n

all { A_1, …, A_n } ∧ A_1
∧ …
∧ A_n

any { A_1, …, A_n } ∨ A_1
∨ …
∨ A_n



Assignments and non-determinism

Quint TLA+

x’ = e x’ = e

nondet x = oneOf(S)

expr

∃x ∊ S:

  expr

The Quint simulator is more restrictive:
It requires S to be non-empty



User-defined operators

Quint TLA+

(pure def|def|action|temporal)

f(x_1, …, x_n) = e
f(x_1, …, x_n) ≜ e

(pure def|def|action|temporal)

f(x_1, …, x_n) = e1

e2

LET f(x_1, …, x_n) ≜ e1 IN
e2



Back to TLA+? (1)

Complication #1

- TLA+ is untyped!

- Solution: Restrict to type-annotated specifications

- See: Apalache Snowcat

{ “A”, { “B”, {{ “C”, {}}, { “D”, {}}}}



Back to TLA+? (2)

Complication #2

- TLA+ has RECURSIVE operators

- Solution: Use FoldSet and FoldSeq instead

- See: github.com/tlaplus/CommunityModules



Back to TLA+? (3)

Complication #3

- TLA+ does not have assignments!

VARIABLES x, y

Init == y = 4 /\ x * x = 25

Next == y’ = y + 1 /\ (x * x)’ = y

- Solution: use expressions x’ = e, if you can



Quint
TLA+

[Languages]



Intermediate Summary

Done: Now you know the secret

- Quint is essentially another syntax for the logic of TLA+

- People tell us it’s another language

Next: We will talk about Apalache and symbolic model checking
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Apalache
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Translation to SMT

Mimic the semantics implemented by TLC – explicit model checker

Compute layout of data structures, constrain contents with SMT

Define operational semantics via reduction rules – for bounded data structures

Trade efficiency for expressivity

TLA+ Model Checking Made Symbolic (OOPSLA’19)















What about integers?

TLA+

isUint(i) ≜ 0 ≤ i ∧ i ≤ MAX_UINT

isUint(state.totalSupply)

SMT
(and (<= 0 c_i) (<= c_i c_MAX_UINT))

TLA+

\* @type: (ADDR -> Int) => Int;

sumOverBalances(balances) ≜

  LET \* @type: (Int, ADDR) => Int;

    Add(sum, addr) ≜ sum + balances[addr]

  IN

  ApaFoldSet(Add, 0, DOMAIN balances)

SMT (after removing duplicates)
(= c_0 0)

(= c_1 (+ c_0 (ite in_1_S 1 0)))

…

(= c_n (+ c_{n-1} (ite in_n_S 1 0)))



Alternative SMT encoding

- Using SMT arrays for TLA+ sets and functions: QF_AUFNIA

- Rodrigo Otoni, IK, J. Kukovec, P. Eugster, N. Sharygina

- Working faster on classical fault-tolerant algorithms

Symbolic Model Checking for TLA+ Made Faster (TACAS’23)



Our SMT encodings are not the only one

Several SMT encodings in TLAPS by Stephan Merz, Hernán Vanzetto:

- Encoding TLA+ into unsorted and many-sorted first-order logic, 2018

- Harnessing SMT Solvers for TLA+ Proofs, 2012

Heavy use of quantifiers



Bounded model checking



Bounded model checking

k is the bound



The TLA+ spec of Tendermint

Get the specification from:

https://github.com/informalsystems/cometbft/tree/main/spec/light-client/accountability

Run:

$ $APALACHE_HOME/bin/apalache-mc check --inv=Agreement\ 

 --cinit=ConstInit MC_n4_f2.tla

$ $APALACHE_HOME/bin/apalache-mc check --inv=Agreement\

 --cinit=ConstInit MC_n4_f1.tla
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Bounded model checking: Agreement
Init

UponProposalInPropose

UponProposalInPropose

UponProposalInPrevoteOrCommitAndPrevote

UponProposalInPrecommitNoDecision

UponProposalInPrevoteOrCommitAndPrevote

UponProposalInPrecommitNoDecision

decisions = { v0, v1 }

2 correct, 2 faulty:

1 CPU ⇒ 2 min 52 sec

32 CPUs/cloud ⇒ 43 sec

3 correct, 2 faulty

1 CPU ⇒ 6 min 25 sec

32 CPUs/cloud ⇒ 1 min



Is it better?

- Run 20 experiments for Agreement on n = 4, f = 2 with hyperfine:

31.340 s ± 24.897 s vs 172 s in non-randomized

- In practice, it finds violations faster

- (No large scale experiments though)

- What guarantees do we have?

P
P



Randomized
symbolic execution



Bounded model checking: Agreement
Init

UponProposalInPropose

UponProposalInPropose

UponProposalInPrevoteOrCommitAndPrevote

UponProposalInPrecommitNoDecision

UponProposalInPrevoteOrCommitAndPrevote

UponProposalInPrecommitNoDecision

decisions = { v0, v1 }

2 correct, 2 faulty:

1 CPU ⇒ 2 min 52 sec

32 CPUs/cloud ⇒ 43 sec

3 correct, 2 faulty

1 CPU ⇒ 6 min 25 sec

32 CPUs/cloud ⇒ 1 min



Why slow down? ⏱

Init

A1

A1 \/ A2 \/ A3 \/ A4

A1 \/ A2 \/ A3 \/ A4 \/ A5 \/ A6

A1 \/ A2 \/ A3 \/ A4 \/ A5 \/ A6 \/ A7 \/ A8 \/ A9 \/ A10

A1 \/ A2 \/ A3 \/ A4 \/ A5 \/ A6 \/ A7 \/ A8 \/ A9 \/ A10

A1 \/ A2 \/ A3 \/ A4 \/ A5 \/ A6 \/ A7 \/ A8 \/ A9 \/ A10



Randomized symbolic execution

Init

A1

A1 \/ A2 \/ A3 \/ A4

A1 \/ A2 \/ A3 \/ A4 \/ A5 \/ A6

A1 \/ A2 \/ A3 \/ A4 \/ A5 \/ A6 \/ A7 \/ A8 \/ A9 \/ A10

A1 \/ A2 \/ A3 \/ A4 \/ A5 \/ A6 \/ A7 \/ A8 \/ A9 \/ A10

A1 \/ A2 \/ A3 \/ A4 \/ A5 \/ A6 \/ A7 \/ A8 \/ A9 \/ A10

¬Invariant

��
��

��
��
��



How to run

$ $APALACHE_HOME/bin/apalache-mc simulate --inv=Agreement\ 

  --cinit=ConstInit MC_n4_f2.tla
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Is it better?

- Run 20 experiments for Agreement on n = 4, f = 2 with hyperfine:

31.340 s ± 24.897 s vs 172 s in non-randomized

- In practice, it finds violations faster

- (No large scale experiments though)

- What guarantees do we have?
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Bounded Model Checking & Liveness
Apalache: Symbolic bounded model checker
Reasons about traces of finite length

What does this mean for lassos?
Bound on the length of the lasso: Handle + loop

“There is no counterexample 

lasso of size at most 50”

“There is no invariant violation 

in the first 50 steps”

Init

Handle Loop+ ≤ Bound



Biere et al.: Linear Encodings of Bounded LTL Model Checking



Summary

Source: https://en.wikipedia.org/wiki/Swiss_cheese_model

We need multiple tools for one language

Simple tools and complicated tools

This started with TLA+ tooling: TLC, TLAPS, Apalache

We’ve added simpler tools on top of that in Quint

Will you add more?



Where we are
- Finishing the missing features

- Talking to the first users

- Fixing irregularities in Quint

- Open source

- Contributions are welcome

github.com/informalsystems/quint



Revisiting mjrty



let’s look at mjrty.qnt in VSCode…


